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Technical requirements

Before accessing the Eni e-Procurement web site you need to check that your Internet

connection is suitable.
We recommend that your working station satisfies the technical requirements listed below.

Hardware requirements

e CPU: Pentium or higher.

Internet connection requirements

¢ Internet Service Provider for accessing Eni e-Procurement Service via browser. We advice you
to have a high speed connection (ADSL).

Browser requirements

e In order to access Eni e-Procurement Service you need:
0 Microsoft Internet Explorer version 6.x to 9.x
or
0 Microsoft Internet Explorer 10.x (with “Compatibility View” option enabled)
or
o Mozilla Firefox from version 2.0 to 8.0
You can check your Internet Explorer version by selecting “?”/”Information on Internet
Explorer”.
e SSL (Secure Socket Layer, protocol for secure transaction) suitability is required. You can
check whether you satisfy this requirement by selecting “Tools” -> “Options” -> “Advanced”
from the Internet Explorer menu. The options “Use SSL 2.0” and “Use SSL 3.0” should be

flagged " Internet Options

Generall Sezurity I Prlvacvl Cuntentl Connections I Programs  Advanced |

Settings

[ Empty Temparary Internet Files Folder when Erowser is E|E;I
Enahle Integrated Windows authentication®
Enable native XMLHTTP support
# Phishing Filer
) Disable Phishing Filter
& Turn off automatic wehsite checking
Q) Turn on automatic website checking

Use 55L 3.0

Use TLS 1.0
“Warn about certificate address mismatch®

[ Warn if changing between secure and not sedure mode
‘Warn if POST submittal is redirected ko a zone that does n,
4| | »

*Takes effect after you restart Internet Explorer

Restore advanced settings
Reset Tnkemet Frplnrer seHings
Deletes all kemporary files, disables browser Reset..
add-ons, and resets all the changed settings.

*fou should only use this if your browser is in an unusable state.

[a]4 I Cancel | Apply |
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e Cookies enabling is required: you can find instructions on this topic in the section “Help me” of
the Eni e-Procurement portal, under the paragraph "Cookies”

e Saving encrypted pages to disk must be allowed. The instructons are available at the following
address: support.microsoft.com

e Resolution: the optimal resolution for the web site is 1024x768 pixel.

Software requirements

e An active e-mail address is required so that you can receive e-mail notifications when a
document is delivered.
e Acrobat Reader (8.0) is needed for opening .pdf files containing document notifications that
might be received by mail.
Acrobat  Reader is available free of charge at the following address:
www.adobe.it/products/acrobat/readstep.html
e Microsoft Office is recommended. Free copies of the Microsoft Office viewers can be
downloaded from www.microsoft.com
e In order to use all the Service functionalities you need to install the JRE Java Runtime
Environment applet:
e Minimum release: 1.5.XX
e The file can be downloaded on the SUN web site at the following address: www.java.com

Digitally signed e-biddings and UE Tender Notice

e In order to access biddings ruled on Law-Decree nr. 163 of April 12 th, 2006, bidders must
get a “Digital Signature Certificate” from the following certifiers:

o Certifiers located in Italy (The public list of certifiers is available via internet on the
DigitPA web site in the “Accredited certifiers list” section at the following address
www.digitpa.gov.it);

o Certifiers having a stable seat in other EU Member States, certified under rules
implementing “Directive nr. 1999/93/EC”.
o Certifiers located in a No EU state, if one of these 3 conditions occurs:

1. This certifier fulfils the requirements coming from Directive 1999/93EC
and is accredited in a Member State.

2. The qualified certificate is guaranteed by a certifier located in EU, fulfilling the
requirements stated in the Directive mentioned above.

3. The qualified certificate or the certifier is recognized under a bilateral or multilateral
agreement between EU and third countries or International Organisations
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Digital Signature starter kit

e Buyers will only need to get a software for reading digitally signed documents, downloadable
from the “CNIPA” site.

e Technical requirements for digital signature recognition (only for UE Tender Notice):
o0 Key length 1024 bit RSA signhature
Hash function SHA-1
PKCS # 7 envelope encoding DER (binary)
Electronic certificate CER standard X.509, binary encoded
Digital signature in PKCS # 7 together with signed data in a single file (not detached)

O O 0O
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APPENDIX - Setting up Java

JAVA CONFIGURATION

The following pop-up could appear during browsing:

Warning - Security g|

The application's digital signature has an error. Do you / ' \
want to run the application?

Name: com.webct.platform. tools. browserchecker .applet. BrowserCheckerapplet
Publisher: www.webct.com

From: http:fivista.shef . ac. uk

Blways frusk conkent From this publisher :

Run ] I Cancel

The digital signature was generated with a trusted certificate but has

expired or iz not yet walid Mare Information...

In order to allow the proper functioning of the application the user will tick "Always trust content
from the publisher” and select "Run ".

If you select "Cancel” follow the steps below.

Open java from the Windows Control Panel:

select "Settings" from the "Temporary Internet files"(view procedure listed below):

¢ Favorites 4
|% Documents »
.= ] s B Control Panel

- Search 3
e.ﬁ Net provides options For you ko customize the appearance and
©) Help and Support Cq,-;l Print| funckionality of your computer, add or remowe programs, and
= Run... set up rebwork connections and user accounts,
a Ta I Liar arid aLart g I

2] Log Off gparisi... I

— E
¥ Date and Time ek the date, time, and time zone Far your computer,
S Display Change the appearance of your deskkop, such as the background, screen saver, colars, fonk sizes, and screen resolution,
| Folder Options Customize the display of files and folders, change file associations, and make network files available offline.
EhFonts Add, change, and manage fonts on your computer,
‘& Game Controllers Add, remove, and configure game controller hardware such as joysticks and gamenads.
€internet Cptions Configure your Internet display and connection settings.

Java JavaiTM) Control Panel

@Keyboard Customize your keyboard settings, such as the cursar blink rate and the character repeat rate.
W mail Wirrasaft Office QuHnnk Profile
JMause J Customize your keyboard settings, such as the cursor blink rate and the character tguration, double-dlick spead, mouse pointers, and motion speed.
& Network Conne feneatliate; k.
..1: Mokia Connection Manager Configure which connection bypes are active for PC Suite_
LPhnne and Modem Options Configure your kelephone disling rules and modem settings.
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Java Control Panel

sGeneral | Update | Java | Security | Advanced

About

Wiew version infarmation about Java Control Panel,

Mebwork, Setkings

Mebwork settings are used when making Internet connections, By defaudlt, Java
will use the network settings in your web browser, Only advanced users should
modify these settings.

Metwork Settings. ..

Temporary Inkernet Files

Files wou use in Java applications are stored in a special folder For quick execution
later. Only advanced users should delete files or modify these settings.

’Setting%._l[ View, ., ]

[Madify settings For temporar:
Ok I Cancel

Select “Restore Default” (as illustrated below):

Temporary Files Settings il

v Keep kemporary Files on my compuker

~Location

Select the location where temporary files are kept:
s AadminiskrakoriApplication DatalSun' JavaiDeploymentcache Change. .. |

~Disk, Space

Select the compression level For JAR, files: INone - |

Set the amount of disk space for storing temporary files:

J I 10005 ME

Delete Files, .. | I Restore Defaults l

QK I Cancel |
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Repeat the login to SRM and replay the steps required in order to insert attachments. You will be
prompted again to accept the java applet to SAP. Afterwards select "Run."

X)

Warning - Security

The application's digital signature has an error. Do you !
want to run the application? AR
— )

Mame: com.webct, platForm, tools, browserchecker . applet, BrowserZheckerfpplet

Publisher: www,webck, com

From: hktp:ffviska,shef.ac.uk

Always krusk conkent Fram this publisher .

Run l [ Cancel

||_'i'_|| The digital signature was generated with a trusted certificate but has i
o/ expired or is nok yet valid Mare Infarmation. .,
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